PRIVACY STATEMENT & PROTOCOL DATA BREACH NOSUCH

PRIVACY STATEMENT

INTRODUCTION

Iri <1z privacy statemrent you canrace all chout bow vour parsona dota iz collected ard now 1ig

Fardled. It explair: wheare vour dota s stored ard for whet purpezes mw | e ased I addition, yvou

will finc all your rgats regarding your data and now vou car uzs thaese rights

The privacy stetemeaent wl zometimres ke maodified oy, for excrple, chargss the law s

Trerefors advisan e to consut Tre atatenent paricdicelly,

NOSUCH

Yo ars ourrert vy ceading the privacy stotament of NOSUCH, o resuts-driven creat ve agenoy

focused or orandirg, commert ene creat’'ve ead genarction

There cre sifuatiors inwhich your data iz collsctec by NG

wham s dong wit T and how voo car irdicote yvour wizheas cegarding you - date Thet is whaot th's

statemart s anout
If vou don't “eel confortable with the Lse of vour dota by NOZUCE, pleass cortact us

NOSUCH

Schiehavenkade 214-222, 3024 F7 ROTTFRDAM
privacy@nosuch.nl

003110 2441044

PURPOSE OF DATA

Pargona data iz col scted by NOSLCH for sevare parposeas, In deing e principle of data

mirirrizetion is strotly fol owed. iz mears That only the mirirral y necessary parsona data iz

ar gTore mors data thanis

colected and processed for eqon spec™ o purpose We never request

rescad to carry out the re event se-vice or activity

1. Sendirg out News eftas

SHEUCH sencs newsletters vic s-mail, ” nese newslatters are conirig-cial o the one biangd ard

airred at kaow edge shorirg o the other Your name and e-mail cooress w'l e colected throuch

e anoroodaze forn on the website o NCIUCH raddizior, you may be asked verbsally or

Textuclly To gigr uo for the rews ettar
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1. Shor g Market g Mazeria
NGSLUICH
TN

e webzite of NOGSLCH that you would like 1o receive market g matera " niz includes your nermeg,

oY ou cotais colleotad wh

g1 you rinke kngwrn wia

nos rarketing matedal on regu

e-mail cecrezs, comrpary nome, funct o wth your compeny one the addrass detailz for sending

2 Caortacting NOSUCH
Your data wil be collected = you
forthe data ne

comoaany aae, phone numnbes ene description of yvour question or ract

corfact NOSUCH va the weosite Howsver this forrm arly asks

guzary to provids il or sarvices, such o

3T e, e-mail coore

,':::-t.

R e

2 Anchytics

—
=

agite o NS

& the

o s anoryrrous ard ot linked to your perad

LICH collects vour data to impres

wenagite, Ths iz dore with Google

Anchtics ™ ~al cota Thing o informatiorn

az Te durat’on ot vour wedsite vis't or Thg Dages you vigin,

4 Applicetions

= oy

25 of the relevart vaceaoy,

ertered e, or or the bosis of ega obligations

DATA MINIMIZATION AND PROPORTIONALITY

TN

CHUCH adneres to the fol ow g praciples for data woimization:

1. Minimal Requirements; For such procsssing activity, orly the date strictly necessasy fo- the
infendeac puarposes iz collected Urrac

Protecting Rights and Freedoms YWhen collecting one procassing persona data, NOSUCH
cortirucusly azsesszes whether The amount of colected date is prope-tong 1o the rgats

sery dotoe collection is actively cvoided,

0

ard Treedomrs of the inc viduals irvo vac
TN

3. Fvaluation of Collected Data NGS5 CH corducts pericc’s enecks to ensure Trat only Tre
iy cotais collectac and procassac, inlire wihthe ehjactives describac inthis

=

documert,

-

Removal of Unnecessary Data Parseral cota trat is ne lerg ded for the tendad

Jjer e

prUrpe simmsdiately deletac or anonynized, urless there

ate for alongs

5 o lego obligation To rete™

=
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RECEIVERS

Fe data thot NOSUCH qeceives and procegsss s managed throwghr

1. Camoaigr Montor

T

il oodod-e

Fe rews ettes ae zent ot with Conpe'gn Monitar Whan wou sigr uo for t

e ey

ettar, yvou-

s onc name are adtematcaly stored ir the cpproprote st wtir Caonpe’gn Monitor,

\

7 Microzo

The e-mail of NOSLCH is hosted by CHica345
izl 1

The moment raelw contaot us via the 'f;fJFI'T‘:':‘: or e-

Fion ars stored onthe O oael3dh servers

e e-mails e gue
2 Bowvii

T

e NOSLTE v

site of NOSOCH are hostac by Savyil Zata thet vou leave or

e wabsite and beoaups of the w

ared or Sowvi’s servers,

4 GOORO

NCSUCH oerforma orgject and firarcial ad-nistratior ir 3CCRO Tae wiaimum ormation

T aurchigse one o

resced to marage a project and proo s woiting is stored the-e

50 Iekst en XpertSaits

Fe personniel cormin’gtration

T
arrployees T

carried out in | ckez, "1z cortairs al the persona data o our

g Cooupationel Fealth and Scfety Sevoe works winn XpartSuite fo- chsence

AN AN I T L AR L] R

4. Regraitss

Applicotions comea into Beoeraitag, hara 1)

auored in profiles

Tk

Cerdral Nes

Irfarmat o that cannot be stored 1 o syater, but must oe <ept, iz storsc cs o file or a certra

retwork drive on Micraosoft o

NOSUCH uzss HubSoot for cuztemer management (ORM mar<sting autemat o, and cortact

o lonse - Ahian yoL gus soribze to rewslettars o show irters G = ces throagh The webs'te,
fo low-up When you sunsoribe to rewslettars of show irterast in our e vicss through Te webs'te,

AN raerson data such asz e, il COOress, Qo arsy rarme, anf 1 [ hone ke are storac in

iz data s usac aexclusvely for cormmunicotion and mac<ating activities “or wh'cn you

Fuospo

Hicitly givan conse

.
Q. BLgiress Monitor
MNOSUCH uses Suzines

sach az rame

Yoritor for castomrer and smploves sotizfactior surveya Paqsoral cota

“eadback coe colected and ana yred to gair irzights thas

el imarove cusToTsr expe*ier‘.:_:e cnc intena processzes, Busiress Maonitor o-ovides securs

storage or Duteh servers one offers recl-Time analytics ard eporting o moke resclts Tansparant

ard oot n're Them,
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PERIOD OF RETENTION

Your data wil be T by NOCSUCH “or o lorger padiod of tirme, but never longer Tnan s neo

fo-the executior o activities, Lnlass e To <gen your dote lorger by viie of o egual

reg.lation,

1. Sendirg out Newsletter:

Yorr email addrags and nane e | e

borec in Carmpaicn Mo e ztorags of your duta s

indefinte, You car unaubscr oe ot ony timea Lsirg the link ot T1e sottom o ﬂ & news ettes ar oy

zanc g on armail To privacy@nosucknl Your regquest will oe dealt witl Poweorkirg days

2 Sendirg out Market g Motara

sition angd address caetails

5 o01ee o

Your ermail addrass, norme, compary name, crac in Sarmpaign

Monimor ~ e storage of vour date is defirite You micy unsuoascribe ot ary time by sendirg an

arrail to privocy@no Nodr regquesT w | be declt with wth™ 2 working coys,

20 Sortact g NOSUCH
e rnosnent you contact NOSUOH via nie™, T1e data you serd, sus

T

ard e-mail cocress w | e storeg onTie ng’ server The

A LT TS, ST e

gmorage of thege rreails is ince™ ite, If yvou

cermoved frommthis el 1w

wiould like to have your & is reu

U ] I T

P basTess days,

chinl Your reque&;t will e “ollowed up wi

Privacy @ras.

4 Anclytics

T

comoany o email cooress, _'1i;':‘: data s ¢

me data thot Google Ana vt os oo lects onthe weosite is ananymols, Te. not <ed To your name,

—ored irdefinte v wth' Google Anaytos

5 Regraitee

fhen you apply ﬂ ra o0, you ¢ve oenmissior Tor ¢ retent on peried o & mronth

these &

= ATtar

sletad Ll

e e

rmonths your

gs3 otherwise ngresc

& Fuos

Persona data oo lected through HubSpot, suc

S e, amail coores: ard cortact IHT’JI’IT QT [

are ztorec as lerg as they are needed for castomrer ralationsh™s management, rmarketirg activizies,

ard comiranicetion The date will oe deleted or aromnymired once Taey are 10 longsr re evant for
weit

cequasts celetion

o ki ceTerntion perod oF S vears, une Trerwise reclved by law o0

T i d|\| l 171

BLgiress Monitor

stored ag

Date collected via Basess Monitor, 8 arg

Qs Ty are nesdac for analyz g custormer f.'Jr‘.f_'J e’T'up_:-lnyee :‘:f_'JJr_iE:;"rf_'Jc_:Jr_if)r‘u ard *'f_:-r f;pT.il‘T‘i?"]g_; Services.

T 2ol oroe t

e e retention pe'lod o 5 YEOOE, U ess aTnaerw e racl e by law,

e data e | e e

Fay ace 0 longer relevent for thess purposes, with ¢
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SECURITY

Nzl

Q]'FO CErmerTiora

ys'on ooples ars made of your pergona data, Your cotais only managed intae
_] . :

legislation, a-e keot in g lecked rocr ard are f;;r‘.l'-:, AESTALE

BT LI :wo this, suoh s

o Goraply with

saitzle to authorzaed emrployees,

Persona data noncged oy NOSUCH o by oreviols v mentioned thire port’es is only ace

rouga the above software and is passwoerd oretected,
weared ardfor

The devices That aco lata are scch tharmsaelves alse ocked with o

IO 0L

firgerprint, The numiber o davicss Taat have access to vour irfornction is nted to orly the

reiies

Iy ONes,

Iy addition, your visit 2o ou wensita ig secured by ar 331 certificate, Ths means thoet vour

correction To the weosite of NOSUCH iz private, You can recegrize this seourity by the crean lock

it froat of the Lrl,

Irizne attactirent wou will Tad the Data breack o-otoco, oz dravr uo oy NOSUCH and gnared with

Tl gl Oy een (_".1'1(_1 farQaanesrs 07 Gulr data,

YOUR RIGHTS

1. Rightto rspact

You have Tne right to regquest ot eny tirmes your dota that iz recorced one stoed ot NGEUCH You

car do this by sending an e-mail o contacting NOSLCH by telephone, You will then receve an

overview of vour dota,

7 Righsto Reotify

ls your data ot corect? Or as yvour data choenged? You have the richt o nave this corectec by

NOSUCH You can change yvour date concerring T1g 1 tter via T1e appropricts arl at the

ozt C'F &1 il

3. Rightto Trarsfer
If vou nesc the data stoqed on NOSUCE "1 cese vou swtch to another poty o0 service, you 1ave
e cighs to Transfer, NCSUCH will then hove to srarsfer ol yvou - cota o the other party

4 Righs to Delete Moo
Do you no lerger ward vour data ecorded ot NOSLCHY Then you nave the rigat o nave wour datao

erased,
5 ERightto F e Cormplaint

Yo hove Tre right to file o como ot with 71 Duteh Dota T otectior Asthority, if yvou “esal thet

NOSUCH does not nand e yvour date inthe right weay You can co this vic 2ais lirk,
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PRIVACY STATEMENT & PROTOCOL DATA BREACH NOSUCH

& Righz o Stoo wsirg Dota (Complairs)

Do you not wart NOSUCH te use your date? Then vou bave e right to stop Te use of yvour date

YL oo exa

davs

DUTIES

CHBUCH orocesses perssonal date based on o legitirote interest. For axcrmple, o™ e irg service

products o NOSLCH via e-mail Your data e’ I never be seld to 2aird oartias, Sirilarly, otaer

processirg i@ necesscry 7o aorry out our buziness cotivities,

duta g ot providee, NCEUCH connot of e the service ir question,

it NOEZUOE with othars than Tme
sked first

Shold it os 1eceszary to shore the cota vou Pave shored

abreve-merticred parties Cor excrmple To offer o sevee), vour parmazion will oe ¢

or whe NOSUOE ceamrsz it

3 o to protect the fights, property or safety of

NOSUCH reserves the rigat to diz : the data wner reguired oy law

justified to comn v w'th a legal requestiorec

NOSUCH We clheays try to regoect vour right to priveey as mivch as pozs™ e
Do you st | Pave gquestions? Please contoot us via T1e cotoot details Lelow

NOSUCH

Schichavenkade 214-222, 3024 EZ ROTTERDAM
privacy@nosuch.nl

Q03110 2441044
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PROTOCOL DATA BREACHES

ARTICLE 1 - DEFINITION DATA BREACH

A data preack coours it There hog been a oreach of parsoncl data A Tveat ar securty flaw iz not o

data breac; personal data mast Pave actuclly baer eakac

The A7 Uncerstards o data lack to meaan persona cota Tqat has been leaxec or destroyed az

resUt o o zecurity incicert. I the evert of T1e leak, parsona doto are sxposed to lozs or urlow

prrocessirg
I caze of losz, the perzoncl data 'z 10 longar there, Un cwtal orocessirg ircludes, for examo e,

urauToizaec access, niedificatior, npeToment or dise osue,

ARTICLE 2 - POINT OF CONTACT

Client and cota processor shall cesignate a cortact perser 2o whor ary data oreacks

repurtec This could be, for example, a boore marmber o the Zota Protection Ofice (hergattar

"Comtact Paerson o SorTacts'

ARTICLE 3 - INFORMING EMPLOYEES

Frrployees withir the o-garizetion must immnediate v -eport any suzpacted; daote bracch fo their

saparvisor and the designetac Cortact Person ~the Contoot Personis not iriredictaly availabile,

e ircident should aso os eportac to o boo<up cortact paoser or the Doete Protection St eer

(DR, Suparysers ars requirsc 1o escoelate ary repoert of o date breac to the Cortact Perzon

sth 70 hoars anc, if e

within ore bour, & aon ke as

saring that the breach 30Ty,
reportac to the Dota Protaction Authority (A7 ey muat be “omilicr with The Action Plan cut ed

ir s protoco ART GEE 4D,

Vorson b - 2 oktobor 2024 /i1



PRIVACY STATEMENT & PROTOCOL DATA BREACH NOSUCH

ARTICLE 4 = ROADMAP

PROCESSING STEPS

1A POSSIBETY DATA
BREACIHTIS T NCOUNTT R

JOABSLSMIENT OF THI
PATA BRI ACHH

AT SCATATION TN CASI
OF UNCHRIAIN Y

BCOUNTERING T DATA
BRI ACH
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A0 TTRMINING 11
IMEAC

oL T RMINIG R PORI -
ANIY R COVIE RY
APPROANCH

G RIPORIING AL AP
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/O INFORMING INVOL VI 1D
DA LA SUB CS) =)

8 RI PARATION

Q@ OPITIMIAING
FPROCI &5

mﬁc/m oo the AP micy or I\, e oeminter i “itis unlikely thet <

inpars onthe rotuce, cortext and exdant ¢ ft e perzonal dote leaked, For
sof cota s
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inre

COMDIrationr wi
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ARTICLE & - DATA PROCESSOR

v Altimately cesponsible, sven it Tne date leak

s mears Tt alzo inthis case the same step-bry-ztepn plaa mast be
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